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Abstract

Background: The Internet of Things (IoT) and wireless sensor networks (WSNs) are now being explored and used in  
various sectors, thanks to recent technological advancements.
Objectives: The healthcare sector is one of the areas we will examine in this research. This study’s primary focus will be on 
the fault detection framework (FDF) for healthcare monitoring employing IoT sensors in a wireless environment.
Materials and Methods: Because isolating defects yields more pertinent information about the issues, fault detection first 
finds weaknesses in a system or process before isolating the intricate process or variable.
Results and Discussion: The outcome demonstrates that the suggested strategy achieves an acceptable level of 80%  
accuracy in problem identification, in addition to the greater number of patients recorded.
Conclusion: The outcomes show that the defect-detection system for wireless IoT sensor-based healthcare monitoring is 
efficient.
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Introduction

A process or system’s weaknesses are discovered using fault 
detection, which then isolates the problematic variable or pro-
cess. Finding defects provides more valuable details regarding 
the issues. To make things smarter, wireless sensor networks 
(WSNs) are used in businesses, factories, hospitals, and homes. 
Several types of sensors are used in this automation technique, 
described as a small-sample wavelet transform (WT) fault diag-
nosis method utilizing fault data using generative adversarial 
networks (GANs).1 The authors first propose a technique for cre-
ating rough fault data, which transforms normal data into rough 
fault data. The results demonstrate the efficacy of the research’s 
suggested strategy. Then, they built an enhanced fault recogni-
tion process based on K–L divergence in a multivariate statistical 
analysis frame.2 This system may identify slight anomalous 
behaviors by comparing a probability density function (PDF) 
with a reference PDF produced from a sizable offline data col-
lection. The PDF online is crucial in this investigation. They 
have concluded that the suggested technique produces better 
outcomes than several other current methods.

1Department of Electronics and Telecommunication, SKN Sinhgad College 
of Engineering, Pandharpur, Maharashtra, India
2Department of Electronics and Telecommunication, BMIT, Solapur, 
Maharashtra, India
3Department of Electronics and Telecommunication, AISSMS Institute of 
Information Technology, Pune, Maharashtra, India
4Department of Electronics & Telecommunication, JSPM NTC, Pune, 
Maharashtra, India
5Department of Electronics and Telecommunication Engineering, Pimpri 
Chinchwad College of Engineering, Savitribai Phule Pune University, Pune, 
Maharashtra, India
6Department of Computer Engineering, St. John College of Engineering & 
Management (SJCEM), Palghar, Maharashtra, India
7Department of Electronics & Telecommunication, Bharati Vidyapeeth’s 
College of Engineering for Women, Pune, Maharashtra, India
8Department of Electronics Engineering, Ramrao Adik Institute of 
Technology, D. Y. Patil University, Navi Mumbai, Maharashtra, India
9Department of Mechanical Engineering, Sardar Patel College of 
Engineering, Andheri, Mumbai, Maharashtra, India

A strategy for a smart agricultural system that uses the 
Internet of Things (IoT) to identify numerous factors in the 
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farm field was proposed by the authors.3 Authors presented a 
fault-detection method based on current and voltage monitor-
ing and assessment to identify common issues with photovol-
taic arrays, such as short-circuit faults, open-circuit faults, 
and shading faults.4 The effectiveness of the recommended 
strategy is assessed by modeling diverse photovoltaic system 
fault patterns. Simulation testing results demonstrate the sug-
gested technique’s efficacy, notably its ability to distinguish 
between various defects.

The overall design of a system for healthcare monitoring in 
a wireless environment is shown in Figure 1. Based on fault-
discrimination information, the author provided an enhanced 
stacking sensor model to identify defects.5 The statistics and 
threshold of the model are subtracted from the original data for 
every single model to get fault-discrimination information. The 
defect detection strategy employed in the realm of electricity 
was described by the authors.6,7 A newly developed distributed 
failure detection method for WSNs was described and is based 
on the nodes and their function in maintaining network con-
nectivity.8–11 According to the analysis of time and message 
complexity, the overhead of the suggested method is less than 
that of the other alternatives.

The problem of plant-wide procedure tracking was pro-
posed as a novel data-driven fault detection technique that 
utilized distributed standard correlation analysis. This study 
focuses on dispersed plant-wide procedures.12 The proposed 
method reduces uncertainty by using correlation data from 
neighboring nodes. An innovative undecimated wavelet 
transform (UWT)-based fault detection method is designed to 
get beyond the limitations of WT-based algorithms in real-
time applications.13 First time, the UWT method is being used 
to identify problems with the quality of the power supplied to 
microgrids. The results demonstrate the wide variety of appli-
cations, rapid fault detection, and dependability of the pro-
posed approach in microgrids. The authors describe two 
quantitative refrigerant charge fault detection (RCFD) meth-
ods for heat pumps that use convolutional neural networks 
(CNNs).14 They discovered that the RCFD classification 
model based on CNN had better prediction accuracy. The 
regression model’s (CNN-based) prediction error was under 
3% of the root mean square (RMS) error. The amount of 
refrigerant charge may be predicted by modern technology in 
both cooling and heating modes.15 Employing fault modeling 
for a grid-connected, PQ-controlled distributed generation 

Figure 1. Wireless Environment Depicting Healthcare Monitoring System.
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(DG) with a low-voltage ride-through (LVRT) capacity, the 
features of fault components under various operational situa-
tions, such as high-impedance faults and low-impedance fail-
ures, were explored.

A defect detection strategy using support vector (SV) data 
was suggested.16 The suggested support vector data description 
(SVDD) model uses domain indicators for cyclic spectral coher-
ence. A methodical fault identification strategy is suggested to 
assess the bearing state. Run-to-failure weight datasets are used 
to apply the recommended methodology. The domain indicators 
for cyclic spectral coherence exhibit exceptional qualities during 
the detection process. Work concentrated on the challenges of 
high impedance fault (HIF) detection in distribution networks 
and the simplicity of capacitor switching and load switching 
misidentification.17 This study presents a novel HIF detection 
strategy using the variational mode decomposition (VMD) and 
Teager–Kaiser energy operator (TKEOs).

Literature Review

This article reviews several types of literature on defect 
detection frameworks for wireless IoT sensor-based health-
care monitoring. A novel technique for locating planetary 
gear issues in variable-speed situations was given.18 The 
method does not need angle information and applies to large 
speed changes. Data from simulations and experiments back 
up the suggested approach.

The authors described the use of defect detection 
frameworks within a wireless context.19 Four classification 

algorithms—enhanced K-nearest neighbors (KNN), enhanced 
extreme learning machine (ELM), enhanced regularized 
extreme learning machine (RELM), and enhanced support 
vector machine (SVM)—are applied to improve the theory of 
belief function fusion. Decision fusion reduces energy usage 
and bandwidth requirements for data transmission by inte-
grating classification results and enhancing classification 
accuracy. The concept of a function-based decision fusion 
strategy was used in WSNs as a result of the decentralized 
classification fusion challenge.

Researchers developed a distributed filtering strategy 
(WSN) to address the stochastic non-linear systems defect 
detection challenge.20 Authors proposed an intelligent and 
energy-aware defect detection approach for IoT-enabled 
WSNs. The accuracy of defect identification is increased, and 
the proportion of false alarms is decreased. The authors cre-
ated a neuroevolution of augmenting topologies (NEAT) 
architecture for IoT device fault diagnostics.21

Proposed System

Figure 2 shows the IoT wearables and sensors that are used to 
track medical data. As a result of recent technological 
advancements, sensors, IoT, and cloud servers are now being 
used in healthcare monitoring systems. Small sensors are 
worn by patients, and in certain cases, the sensors are 
implanted surgically within the patients’ bodies. They pick up 
vital indicators and send them to a central database for 
analysis and storage. The data are accessible to doctors at any 

Figure 2. Internet of Things (IoT) Sensors and Wearables Used to Track Health Data.



Mulani et al.	 97

moment and from anywhere. Because it includes healthcare 
information, a sensor-based monitoring system should be 
trustworthy and error-free.

Figure 3 shows how the fault detection framework (FDF) 
is organized. Device malfunctions, software problems, and 
communication errors can all result in faults. Technical solu-
tions for health monitoring should be fault-tolerant to func-
tion correctly and allow for continued data transmission even 
in the event of broken sensor nodes.22–24 To monitor health-
care using IoT sensors in a wireless environment, the sug-
gested technique uses an FDF that can identify broken sensor 
nodes and choose an alternative set of nodes to carry on data 
transmission. Inefficient nodes are prevented from taking part 
in data sensing and communication until they become effi-
cient or are replaced by other nodes.25–27

When patients demand better service, one scenario is an IoT 
sensor in a wireless healthcare monitoring or medical firm. The 
continuous surveillance of an atmosphere is characterized by a 
large monitoring area, constant monitoring duration, and com-
plicated monitoring circumstances. One typical sensor network 
application is environmental protection. Networks of sensors 
have to be small and simple to set up so that there is little 
human impact on the environment and distribution to specified 
areas is straightforward. Fault detection is the process of 

identifying flaws in an operation or system and isolating the 
problematic step or variable. Finding specific weaknesses 
reveals more insightful data about the problems. Thanks to 
recent technological breakthroughs, numerous industries may 
now research and use WSN and IoT in their respective fields.28

Results and Discussion

The multiclass support vector machine (MSVM) model was 
successfully used, and the results have been validated. An 
SVM model might be created to categorize various classes in 
such a dataset. The original data from MSVM is classified 
using a classifier built from numerous hyperplanes that are 
focused on different threshold levels. At different moments in 
time, each institution contains four unique types of data. An 
evaluation predicated on the predicted measurable character-
istics is generated to determine a service’s quality range.

In a sector that keeps track of IoT, the condition of a pro-
duction process can be in doubt. Due to different manufac-
turing processes and loads in hospital assets, specific devices 
that are now being produced may need to be turned down 
(Figure 4). Even if the entire production cycle is still ongo-
ing, the readings from the sensors checking the different 

Figure 3. Layout of the Fault Detection Framework (FDF).
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Table 2. Servicescape for Hospital “B.”

Predictor Variables Test Data 1 Test Data 2 Test Data 3 Standard Error

Physical Status 0.77 0.56 0.80 0.072

Ambient conditions factor 0.5 0.22 0.38 0.028

Services and care 0.75 0.83 0.65 0.057

Figure 4. Hospital “A” Fault Detection Framework (FDF) for Healthcare Monitoring by Internet of Things (IoT) Sensors in Wireless 
Environment.

Table 1. Servicescape for Hospital.

Predictor Variables Test Data 1 Test Data 2 Test Data 3 Standard Error

Physical status 0.55 0.45 0.66 0.085

Ambient conditions factor 0.36 0.45 0.54 0.034

Services and care 0.37 0.47 0.54 0.056

Figure 5. Internet of Things (IoT) Sensors with Support Vector Machine (SVM) Classification as a Fault Detection Framework (FDF) for 
Healthcare Monitoring in Hospital “B.”
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closure mechanisms will be too high. Concurrently, the 
shutdown procedure may cause linked devices to change. 
The legitimate state modification for sensors must be recog-
nized and disregarded in a defect detection system for 
healthcare monitoring employing IoT sensors within a wire-
less context.

A couple of the performance criteria are projected, and the 
experiment’s findings have also been gathered. The findings 
are based on classifications made using sizable datasets with 
numerous class instances. Tables 1 and 2 show the services-
cape variables for hospital A in terms of the patient’s treat-
ment, environmental restrictions, and physical state.

The measurement of the predictor variable determines a 
variety of performance indicators, including true positive or 
negative, false positive or negative, and the accuracy of the 
predictions, which is dependent on it. Figures 4 and 5 show 
that the estimated accuracy is calculated using the expected 
service quality factors. The investigation shows that the 
MSVM approach’s model is more accurate than some 
others.

Conclusion

In recent years, technological advancements have made life 
simpler across many industries. IoT, wireless networks, and 
intelligence-enabled technologies, in particular, are dra-
matically altering the environment. This study focuses on 
how IoT devices are used in hospitals or other healthcare 
settings to track patient health. Additionally, patient feed-
back is collected and used as data in the study of the moni-
toring devices’ operation to find faults. SV machine is used 
against the service characteristics to do the analysis. The 
outcome demonstrates that, in addition to the more signifi-
cant number of patients recorded, the suggested strategy 
achieves an acceptable level of 80% accuracy in problem 
identification.
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